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Asia/Taipei (GMT+08:00 / UTC+8)
2.4 EFRRIBEZESERAR
o HBERLERIR : +886-3-666-7799
o BLIEWMILR : +886-3-666-7799 ext. 5584 - 5740 - 5613

2.5 EFE it
o SMIBEAIBIMISH : security.issues.group@wnc.com.tw ( FEINEBEFITA
B - BFRATIBRELSHEABE)
o AEPERIBMISH : security.issues.group@wnc.com.tw ( HEEEECERA
MR H R BN ELSHETR )

2.6 RIBIGEHARZES
o BEMARBIE %381 08:30 - 17:30 ( GMT+08:00 )
o FEMISEEBRIEE : 25 7x24 EF - 7x24 SOC BAF#HELZEIZ
REEEBREREBEIESEE - Wik "725-N0006 Bl Z =S HEEM
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Key Type: RSA 4096-bit (Created: 2026-09-21)
Fingerprint: 4C994E21283E7F57B8DF493DF3EE33F165C31727

mQINBGqw6zOBEADStOXEnk6A1Tvu3InwyqiPvvEZWGoeccIMnkWm6HpoSg/a2iHf
RCSd+LeNenaOb59px8UlyrUv4e9IglL51bI39uTWIZ9r8RGMf5E5ncrNmusSrRvag
g/1rqWIkSLW8zIShiP8UrGméexqVL61LbnveDABQIYQqJj2BndeZSIcWj8gkobh2L
U6XJIX+0gqbPMTBTOCEEMQzX2CPyYNic4tY4/ZHqZCetFTmgmn7eOppSwp245LLLF
rv6zJKIgnILjHowvsL16hw/r7BQfyJ157hkHZUWpsnN7BOMM630vGdgl7VIMP44t
3RH5SW1zT6C2MMF+yUCkYre8j/uGCp+0b4kCEicttyDdghw+x8AKs1LuVYvocpom
y1lreHsYC3G7DVTMSVH1LrCpIEootsxDy2jIKOtWlpWHfdDmmgxQq7jeuzMail/1S
7hMsEGUMkWfYzvIb32ul6fQIll/gOb6UweZ4utOjMFPX2LNe@v3rDymTkOUF1VXE
09tv5t/vSIieQs9bLzjDGvXzFQOLEUQEadcOTCHtOLWLTLi98adhLTSjPRb2VZ71
5nQi3aJunD4W4U/oUYFPERHN6FDAJVXgjecSGz5FT/IMvP4bepd5Q40iNBBGt/5U
k1isfjEZEQAYsQWfmQ+woYcOwIQqZPxMRqtWyJvFSsgICHT39cwl/SKE3QARAQAB
tDhTZWN1cm1OeSBIc3N1ZXMgR3IvdXAgPFN1Y3VyaXR5Lk1lzc3V1cy5Hcm91cEB3
bmMuY29tLnR3PokCcwQTAQgAXRYhBEYZTiEoPN9XuN9JPfPuM/FlwxcnBQJqs0s9
GXSAAAAAAAQADM1hbnUyLDIUNSsxLjEyLDIsSMQIbgQUIBaSsgwULCQgHAgIiAgYV
CgkICWIEFgIDAQIeBwWIXgAAKCRDZz7jPXZcMXJ60fEACZiJy+13LeKuxx1lro800wo
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jt37Tu/4UeGOGMp43EZqLKXPLOHRI7ZGIh2WkyoXcTFDtkz60W+9MGYkGIeQf+Gy3
pCKa/Ia9b1lQ7sZjlwjI3fINi3T6zm76yNrCNXXuBgKpmd+USh2yxUQUEnV1ECBIY
gAoNOuZYOMM1BGbonfj4Hoyh8ST3TZrXzhxFt71bgYBqO3bEawokDoMkvWPohkmi
S2hDH8/nPEnqVLgN@iAdZP/tgQpDvi7cQqkjOKfgqQFnoKcFItHjtG+97ABkvEel
Wbm@sJrdev4gZZNxmrR2dieIkclzq7uHQh4wgX19yp3121j9Rb8xAGVpDYmSrb2Z
faVqgk/oBRip/diUR196i+Q41wFKhaAzwfG6RvZcLka5ShS6ebinFjjY5fVvEdxVe
CAulBUVsezKVbEWpUMbLS04BxIrooXSaGxxe8rb+4iY2vonvb1lr6AIFe0JT3X875/
PGSAAXpX7N1PWeIUexUEMCtADIuCIZU2Vvw3RcCR3+Kk3537jzy4uyD1d+wGSt51
RUDA8N1yLMEywtkNIaeQdonjua2DurMSZIxHfzybCyBE/89K9VzvABcthNd6phg2
HhfYQ2HLRDT60bZ3m1qpUANHQZYBV+WNNpsGky4ZGwSqZz+d71p2toSS@onvjewy
CtK99bvqorb7aRNWPvXn9LkCDQRqsOs9ARAAW7WpVIkKdgS9CjYZFUnczi@xCrNr
3xAUc1G5f1cDmIxSsFD2kOnhT2KdgN+YqLyopLyA89qCkVrc50CgtKP9c1BOVe/R
Z3083iS+11i7c+3Bv2iDsN/VSPAhloI5bAMLba/qf7F10e+gU+5HUNg9SOIWTXFP
MTLmMZM7j1AIWSselpg6Y0G9czFoYyJu722BMZCGDdgjnL@a84fmC1pN8LUBZ29B+
XttF1lgR+dWdPBhOBxfmfXCnyw4Z/TBFIB14GZ1BaATsyMyGWqV/uMurBQRqO9FO5
mNINpvoGO+GONM2Dy jhwawZfBdB7y/qkg/vImwygDPL+1kwkAy/3s0Q53+wOzKX+
keuooyQVMjU/1d/zNdCVmSpgqrxPKam6SW+9tjVh7SXv2/IChv74KHcpP8x5ROC6Y
UBoatWxzNy952n2S21X9eaHblo+jtzkvE74VWWUEBEUlhtLswY+6MrwYaYgpFpcT
bzOwCulhdh+NXv/YMASjWYORCctGHLT3mHNn2YuAl/+KZNjpj+OMPSebyXEUZ9Aa7G
VyDYdh1YRXvkqUCaUiBVS+FwilXuhSi/0x37hPN7RggBDCFyC3chpCLRnmaChvYk
NwYxzRMzDdrCezzDLqIC7Vo@a5UWM1QHU3juJUm3j67tIkYAF61QsrotYnhVv8q/1
HGZYS2mDGZ64aRkAEQEAAYKCWAQYAQgAQhYhBEYZTiEoPN9XuN9IPfPuM/Flwxcn
BQJqs0s9GxSAAAAAAAQADM1hbnUyLDIuNSsxLjEyLDIsMQIbDAUIBaSsgwAKCRDz
73jPxZcMXIwQeEADI697dv90sbzShPE8at++V6972H0SsrBK5C+VIcQ8VpeM7tcim
w8q7wxOxf4MUA+PV3HsynIUziF1+3L4W+7mgKOuvjyOovMG3+3Yq9jWZUbkrFrQ/z
9jWS40dKpWj7nbfgH1nhpQX1Y/5tGbdHakWhSzTGxtads6eMidk3NyrMgkw34Lg9
cf//07Kci78S2CuDWwdI/JIv7jeYZwGFPXMEK6GX5cG]fIwXFcy5LQ1FLcgbLHQOM
cZ6Q+ESAaDfTHFaBlamgl6acGjehayE2IYhXX]jrofMtQfbWAb64uvNWgMnXYu71i jcWjave4hFBvEUAU/INE4J6QWOAXsTyaHNKRUiF+Y2
FOy9bgeY+1RHEM70z0SUi9avQYd1EsEfAoQvCXycvo+XtcLIgCAGbAQp40Itux6R
8res/ykSDtR10IVzjila8h1ZzBL6yc@0j5fxHvmLavGSeVpD4osFZzIVUVKZmZxL
4HDBO7d1NmJui+DhSnX/DTgjjqJ322QqRq6IHOfOpmAMQidnD/WNp7eTSOyzOFSWG
q9H+Bp02gn6k47TNUH/1LtQgs6Pc3bA5h9aYYYjGCtbIf8vhMcvUduAPxgDOrDIL
FjLtQEN8r+FygG5ZpQRUgTpNoTPRgba2hZz2q1Sum7FMIyiNBbUg604vfKvTfvSF
9VtCDusZPerwBYt3gEY15mGbF16r7j9uRYICMqyimXdeGRKmC7 IXtXIKI65S1X1iG
YR7A3gLNuwvQZs8GgXN6URORIgNgqgcGPZr5gQuRjS+6ydXMQl1gSBapA/22A1ixf
MZ1Grg@iIAtSCcBQaCmY3FyEtm/FVOOSwhRuJazvg9sAQC8IaosAEQEAAYKEiIAQY
AQgAPBYhBEYZTiEoPn9XuN9JIPfPuM/FlwxcnBQJqsOvHGXSAAAAAAAQADm1hbnUy
LDIuNSsxLjEyLDIsMQIbAgIACRDz7PxZcMXI8FOIAQZAQgAHRYhBABMbBQNP7cy
1hXKFfLVeW6AFSmF4BQIqsOVHAAOJELVEW6AFSmF49GUP /@y TWoXyunkyAfF2CHSb
a/2A1icGOUWOXDeI9rnx60KOEWCp+hsqdB1TcGx0d0q2IiDMxal5r/Uv8d4upuUeQg
p7jy9I/tAOLV++NZ59E3nFXrfuS9BTc72CmsuqT1+1sjrZzEr7m5aRjE24jc8PR8
rALj44PoBtdMGsOyXNTmA1300CviWQn41PILT+3Roi9wDaA20tmOUwANewpcj22y2
HcplZ3usZFx@5VakFhN26tnQ402wkF6dneh6CbWzriYC6VcOUQkt30g4jnmERWLO
PbWZWdmfQbRCHdc3BIW2TWZFGzoYeyVBIKdusI1OpdL8qnzoIYPrezuMPQXPnB/H
86KY6pH1C5xPkgWRpCIMXxcMiCh1P1LXx7S0/dyk8Y8xub8cBECgNcpubMT8A/ cOXy
3UAbI4pTx0e71nyLfUz8jkkXxiuQI5tOvyQME9SzfMmmaidXVgL1540QboOrk19PKm
CdZImmZvbhyUSWZORYO1SZFmIbY2BN1Ec02zcBQmWGophCYTtz9cfoqsImSmOZHz
qyxBmVAH1ENNUMHdsQ44LV9zhAHOZp6cgiXVAAKI11kiiyfdWOVx@cwbdONIS9bU
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®@mDkqgvwM4AN8 /H1Jo5Y271alkFLOB1X2
+w35jGDvGVt/aYxsVdkzEmyETeMnIhWdO4vyAeyd/Mpxduj+MnVHPWSBOTAJLG7V
M4oFxYFfkdDcNPgvisveNyCEZ1LsMFQR+IHalIFrASNIMyI48/756cYWNMEHbg2Cr
YLi2wstVT4+byq5zTbRCVs4WdrDENCCts/C4x+1+0hrvgz2DQmBvOH4VIQH3 /S7L
OLDv+u8gx1iQ6hRpIQDMids+fUv2yZTqzsKVIqUqFVZY9/AwSKySSW2Z6Q6FFWOW
06fq8Ds+/QEqtFe791y7uc33Z2ZzU6Bj6npnbDOsfmC/Lgl3HaDtFQ/gEmyd81NE
3PEIHX5xwCd+QgZRQ8i1YIUNX946SuLKny@90HfHalvv17Xp8cltVqVY5qSEdwmRC
q7cdrPD4gpgh5VbCgpBJlofin8iFM5RXCk3LXFLEHCkoT71FLpTpooFTStTSpgkK1B
ehx+1GEY+Lt97+L1xImzAgs144tjKOFNW1+050ebb5]enjQErjsuR7hXme3G/LiD
IQARAQABiQJYBBgBCABCFiEETJ10ISg+f1e430k98+4z8WXDFycFAmqw7DYbFIAA
AAAABAAObWFUdTIsMi41KzEUMTIsMiwxAhsMBQkFpALLAAOJEPPUM/FlwxcnTroP
/2y+QeIg0187KeB/JjOMfCbSgfFwGVYgkuXx3YeMGC14ST+vsXxavUnfIdKW51LR
jx6agqR+Z4zcblU6nfHI2S7nHKNVOP7Ss9Xfy1ftIRrIE8qO6+kAkd5GWONM/YsVV
5PmP3wIcK@HDbgvFmsJsRBOnyQKVzp3GqqBzZAkuuFNkKxCO40yVhTFQQXh20TMg
73q9LhBPi+2fpAsNvh8gE3AUdsGSUSClpKcOyjZwCx/caALKqd6P5mPIiWZfgwIP
WRQNWYMQzMcRAXx@FDIzpQM/KjYxsujiRZb+W2gu3UR15506a19csrNVOPpCFHI
yaFPS+38WcPuEbr5qdUMrQ+ASojM3sStH45yvBzyio88do9+cA+mmSd4LmmXM/ EK
drh8BCePA98wWZ95+prKrrz2mfbtmDx3uYyY41DdBx/DmM6FM7uFs/1Yiise4+YWC
AHOSTITXCm7K1bVVoitgheK2QWI9XovkdZkuBkUr+Ysi7T7a5L+FTetv11lw5SwtCW
B9fbhJIxhNdGhIx52DLmj3xKiRKroHQjPAXnfzxvqAQ6sTgpUmjPdL6ei/yGPYGI9
RMgdTHUIAK7KFt9Hq7z/xRqGE1b/jr2Y+YwZ8K4hOXqWK4hel9ouS4hbOkuKvdVP
8U50cXuD+QH/PAYWILVZXVvXkaE8LITIBmw4D1Gwjwoq

=3UNS

BENBRZZHEENEEZSE - WNC-CSIRT BREFEFZEER - AHIINAFEH
EZEA

= »
SN EH - WNC-CSIRT HELZRAELHAERATHELETRAE
ZRIBAREZIRIMAE ) - #HE 7x24 SOC EEREEIKEME IT/OT &
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WNC CSIRT Service Description and
Team Overview

1. Document Information

1.1 Last Updated
This document is Version 1.0, issued on September 21, 2026, and aligned with the

FIRST Services Framework v2.1 and WNC'’s internal document system.

1.2 Change Notification
Any updates to this document will be communicated through WNC's internal

channels and posted on the company's official website.

1.3 Document Location
The latest version of this document is available on the WNC official website and

the internal Information Security portal:

e External: https://www.wnc.com.tw/about/policy
e Internal: Company internal portal (Information Security portal)

2. Contact Information

2.1 Team Name and Abbreviation
e Full name: WNC Computer Security Incident Response Team
e Abbreviation: WNC-CSIRT

2.2 Organization Address
WNC Corporation
No. 20, Park Ave. Il, Hsinchu Science Park, Hsinchu 300, Taiwan, R.O.C.

2.3 Time Zone
Asia/Taipei (GMT+08:00 / UTC+8)

2.4 Telephone Numbers and Emergency Hotline

e Headquarters switchboard: +886-3-666-7799

e Information security incident reporting hotline: +886-3-666-7799 ext. 5584,
5740, 5613

2.5 Email Addresses

e Official external reporting mailbox: security.issues.group@wnc.com.tw (for
external researchers, customers, and the public to report the cybersecurity
incidents and vulnerabilities)
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e Internal reporting mailbox: security.issues.group@wnc.com.tw (for all

employees and internal service recipients to report the cybersecurity incidents
and vulnerabilities)

2.6 Service Hours and Emergency Response

e Business hours: Monday through Friday, 08:30—17:30 (GMT+08:00)

e After-hours and emergency response: Operates 24x7. The 24x7 SOC and

internal on-call engineers continuously monitor the reporting mailbox and

automated alerts and initiate the four-hour emergency containment response

for major incidents in accordance with “725-N0006 Information Security

Incident Management Standard.”

2.7 Public Key and Encryption Information
To ensure the confidentiality and integrity of sensitive intelligence exchanges, use

the official WNC-CSIRT PGP public key for encrypted transmission:

Key Type: RSA 4096-bit (Created: 2026-09-21)
Fingerprint: 4C994E21283E7F57B8DF493DF3EE33F165C31727

mQINBGqw6z@BEADStOXEnk6A1Tvu3InwyqiPvvEZWGoeccIMnkWm6HpoSg/a2iHf@iAdZP/tgQpDvi7cQqkjOKfgqQFnoKcFItHjtG+97ABkvEel
Wbm@sJrdev4gZZNxmrR2dieIkclzq7uHQh4wgX19yp3121j9Rb8xAGVpDYmSrb2Z
faVqgk/oBRip/diUR196i+Q41wFKhaAzwfG6RvZcLka5ShS6ebinFjjY5fVvEdxVe
CAulBUVsezKVbEWpUMbLS04BxIrooXSaGxxe8rb+4iY2vonvb1lr6AIFe0IT3X875/
PGSAAXpX7N1PWeIUexUEMCtADIuCIZU2Vvw3RcCR3+Kk3537jzy4uyD1d+wGSt51
RUDA8N1yLMEywtkNIaeQdonjua2DurMSZIxHfzybCyBE/89K9VzvABcthNd6phg2
HhfYQ2HLRDT60bZ3m1qpUANHQZYBV+WNNpsGky4ZGwSqZz+d71p2toSS@onvjewy
CtK99bvqorb7aRNWPvXn9LkCDQRqsOs9ARAAW7WpVIkKdgS9CjYZFUnczi@xCrNr
3xAUc1G5f1cDmIxSsFD2kOnhT2KdgN+YqLyopLyA89qCkVrc50CgtKP9c1BOVe/R
Z3083iS+11i7c+3Bv2iDsN/VSPAhloI5bAMLba/qf7F10e+gU+5HUNg9SOIWTXFP
MTLmZM7j1AIWSselpg6Y0G9czFoYyJu722BMZCGDdgjnL@a84fmC1pN8LUBZ29B+
XttF1lgR+dWdPBhOBxfmfXCnyw4Z/TBFIB14GZ1BaATsyMyGWqV/uMurBQRqO9FO5
mNINpvoGO+GONM2Dy jhwawZfBdB7y/qkg/vImwygDPL+1kwkAy/3s0Q53+wOzKX+
keuooyQVMjU/1d/zNdCVmSpgqrxPKam6SW+9tjVh7SXv2/IChv74KHcpP8x5ROC6Y
UBoatWxzNy952n2S21X9eaHblo+jtzkvE74VWWUEBEUlhtLswY+6MrwYaYgpFpcT
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bzOwCulhdh+NXv/YMASjWYORCtGHLT3mHN2YuAl/+KZNjpj+OMPSebyXEUZ9Aa7G
VyDYdh1YRXvkqUCaUiBVS+FwilXuhSi/0x37hPN7RggBDCFyC3chpCLRnmaChvYk
NwYxzRMzDdrCezzDLqIC7Vo@a5UWM1QHU3juJUm3j67tIkYAF61QsrotYnhV8q/1
HGZYS2mDGZ64aRkAEQEAAYKCWAQYAQgAQhYhBEYZTiEoPN9XuN9IPfPuM/Flwxcn
BQJqs0s9GXSAAAAAAAQADM1hbnUyLDIUNSsxLjEyLDISMQIbDAUIBaSsgwAKCRDZ
7jPxZcMXIwQeEADI697dv90sbzShPE8at++V6972HoSsrBK5C+VIcQ8VpoM7tcim
w8q7wXxOxf4AMUA+PV3HsynIUziF1+3L4W+7mgKOuvjyOovMG3+3Yq9jWzZUbkrFrQ/z
9jWS40dKpWj7nbfgH1nhpQX1lY/5tGbdHakWhSzTGxtads6eMidk3NyrMgkw34Lg9
cf//07Kci78S2CubWwdI/JIv7jeYZwGFPXMEK6GX5cGjfIwXFcy5LQLFLcgbLHQOM
cZ6Q+ESAaDfTHFaBlamgl6acGjehayE2IYhXX]jrofMtQfbWAb64uvNWgMnXYu71i jcWjave4hFBVEUAU/INE4J6QWOAXSTyaHNKRUiF+Y2
FOy9bqgeY+1RHEM70z0SUi9avQYd1EsEfAoQvCXycvo+XtcLIgCAGbAQp40Itux6R
8res/ykSDtR10IVzjila8h1ZzBL6yc@0j5fxHvmLavGSeVpD4osFZzIVUVKZmZxXL
4HDBO7d1NmJui+DhSnX/DTgjjqJl22QqRq6IHOFOpmAMQidnD/WNp7eTSOyzOFSwG
q9H+Bp02gn6k47TNUH/1LtQgs6Pc3bA5h9aYYYjGCtbIf8vhMcvUduAPxgDOrDIL
FjLtQEN8r+FygG5ZpQRUgTpNoTPRgba2hZz2q1Sum7FMIyiNBbUg604vfKvTfvSF
9VtCDusZPerwBYt3gEY15mGbF16r7j9uRYICMqyimXdeGRKmC7IXtXIKI65S1XiG
YR7A3gLNuwvQZs8GgXN6URORIgNggCcGPZr5gQuRjS+6ydXMQllgSBapA/22A1ixf
MZ1Grg@iIAtSCcBQaCmY3FyEtm/FVOOSwhRuJazvg9sAQC8IaosAEQEAAYKEiIAQY
AQgAPBYhBEYZTiEoPn9XuN9JPfPuM/FlwxcnBQJqsOvHGXSAAAAAAAQADm1hbnUy
LDIUNSsxLjEyLDISMQIbAgIACRDz7jPxZcMXJ8FOIAQZAQgAHRYhBABMbBQNP7cy
1hXKfLVE6W6AFSMF4BQJIqsOVHAAOJELVEW6AFSMF4A9GUP /@y TWoXyunkyAfF2CHSb
a/2AicGOUWOXDeI9rnx60KOEWCp+hsqdB1TcGx0d0q2IiDMxal5r/Uv8d4upueQg
p7jy9I/tAOLV++NZ59E3nFXrfuS9BTc72CmsuqT1+1sjrZzEr7m5aRjE24jc8PR8
rALj44PoBtdMGsOyXNTmA1300CvIWQn41PILT+3Roi9wDaA20tmOUwANewpcj22y2
HcplZ3usZFx05VakFhN26tnQ402wkF6dneh6CbWzriYC6VcOUQkt30g4jnmERWLO
PbWZWdmfQbRCHdc3BIW2TWZFGzoYeyVBIKdusI1OpdL8qnzoIYPrezuMPQXPnB/H
86KY6pHLC5xPkgWRpCIMXxcMiCh1P1Lx7S0/dyk8Y8xub8cBECgNcpubMT8A/ cOXy®OmDkgqgvwM4AN8 /H1Jo5Y271alkFLOB1X2
+w35jGDvGVt/aYxsVdkzEmyETeMnIhWdO4vyAeyd/Mpxduj+MnVHPWSBOTAJLG7V
M4oFxYfkdDcNPgvisv6NyCEZ1LsMFQR+IHalIFrASN1MyI48/7j6cYWNMEHbg2Cr
YLi2wstVT4+byq5zTbRCVs4WdrDENCCts/C4x+1+0hrvgz2DQmBvOH4VIQH3/S7L

11/16



WNC

WNC Corporation

OLDv+u8gx1iQ6hRpIQDMids+fUv2yZTqzsKvVIquqfVzY9/Aw8KySSw2Z6Q6ffWoW
06fq8Ds+/QEqtFe791y7uc33Z2ZzU6Bj6npnbDOsfmC/Lgl3HaDtFQ/gEmyd81NE
3PETHX5xwCd+QgZRQ81YIUNX946SuLKny@98HfHalvv17Xp8cltVqVY5qSEdwmRC EK
drh8BCePA98wZ95+prKrrz2mfbtmDx3uYyY41DdBx/DmM6FM7uFs/1Yiise4+YWC
AHOSTITXCm7K1bVVoitgheK2QWI9XovkdZkuBkUr+Ysi7T7a5L+FTetv11lwSwtCW
B9fbhJIxhNdGhIx52DLmj3xKiRKroHQjPAXnfzxvqAQ6sTgpUmjPdL6ei/yGPYGI9
RMgdTHUTAK7KFt9Hq7z/XRqGE1b/jr2Y+YwZ8K4hOXqWK4hel9ouS4hbOkuKvdvP
8U50cXuD+QH/PAYWILVZXVvXkaE8LITIBmw4D1Gwjwoq

=3UNS

2.8 Team Organization and Members

For physical security and operational protection reasons, WNC-CSIRT follows
industry-standard practice and does not publicly disclose the identities of individual
members. WNC-CSIRT is led by the Chief Information Security Officer and the
Cybersecurity Department Manager, and consists of dedicated cybersecurity
professionals divided into the Cybersecurity Governance Group and Cybersecurity
Technology Group. The team operates jointly with the 24x7 SOC and IT/OT points
of contact at global sites.

3. Mandate and Organizational Charter

3.1 Purpose and Mission

WNC-CSIRT’s purpose is to coordinate cybersecurity incident prevention,
proactive detection, rapid response, and business recovery across the entire WNC
Group; protect the availability and confidentiality of global operational
infrastructure, corporate networks, and industrial control and manufacturing
facilities; and ensure the cybersecurity resilience of the global supply-chain
ecosystem.

3.2 Service Scope and Constituency
In accordance with Section 4.0 of the “2-AW-00004 Information Security

Organization Management Procedure,” the service scope and constituency of
WNC-CSIRT are as follows:

e Internal Information Environments and Information Assets: WNC-CSIRT covers
WNC'’s global enterprise operational infrastructure, information systems,

___________________________________________________________________________________________________________________________________|
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corporate networks, data centers, cloud services, endpoint devices, and the
manufacturing and OT/ICS environments of its production sites, including
Taiwan Headquarters, Hsinchu Science Park Plant, Southern Taiwan Science
Park Plant, Kunshan Plant, Vietnam Plant, Mexico Plant, and global sales and
office locations.

e Internal Personnel and Business Support Personnel: The constituency includes
all regular employees, contract personnel, outsourced consultants, on-site
personnel, and contractor personnel. These individuals are within the scope of
WNC-CSIRT services and cybersecurity incident response when performing
business activities for WNC or using or managing WNC information assets.

o External Stakeholders and Partners: The constituency also includes customers,
suppliers, service providers, product and technology partners, FIRST
international incident response organizations, TWCERT/CC, SP-ISAC,
regulatory authorities, and other stakeholders involved in cybersecurity incident
reporting, vulnerability coordination, or collaborative defense activities with
WNC.

3.3 Sponsoring and Parent Organization

WNC-CSIRT belongs to the Cybersecurity Department of the Digital Management
& Information Services Division and reports directly to the company’s highest
decision-making body, the Information Security Management Committee, which
comprises the President & CEO, the CISO, and the highest-ranking heads of each
business group.

3.4 Authority and Legal Authorization

Under “1-AW-00001 Information Security Manual” and “2-AW-00004 Information
Security Organization Management Procedure,” both approved and issued by the
highest governance level, WNC-CSIRT is authorized by the Chief Executive
Officer and the Information Security Management Review Committee to exercise
the following authorities:

e Emergency priority response authority: In the event of a major cybersecurity
threat, the response team may take immediate action, including mandatory
endpoint network isolation, dynamic blocking by next-generation firewalls,
account suspension, and micro-segmentation. The SLA requires containment
of major incidents within four hours.

e Investigation and forensic access authority: Access AD domains, PAM
privileged-access logs, network connection records, and server audit trails at
each site for digital forensic reconstruction.
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e External coordination and notification authority: Serve as WNC'’s single
authorized technical contact for TWCERT/CC, FIRST, SP-ISAC, law-
enforcement agencies, and the public-relations/spokesperson function.

4. Operational Policies and Information Disclosure Principles

4.1 Incident Types and Support Levels
WNC-CSIRT handles the full range of cybersecurity threats. In accordance with

“725-N0006 Information Security Incident Management Standard,” these include
ransomware, advanced persistent threats, distributed denial-of-service attacks,
malicious phishing emails, unauthorized access/account compromise, sensitive-

data leakage, and product security vulnerabilities.

Incident support levels are precisely classified according to impact (Critical / Major
| General). Critical and Major incidents receive first-priority 24x7 support, with

containment within four hours; General incidents are handled within the SLA during

standard business hours.

4.2 Partner Interaction and Information Disclosure Policy
WNC-CSIRT treats all reported information as confidential. Intelligence exchange

and external disclosure are governed by “725-00014 CSIRT Personnel Code of
Conduct and Ethics Guidelines” and the FIRST TLP 2.0 standard:

TLP 2.0 Label Sharing Boundary WNC Operational Controls
TLP:RED Only the direct participants in the | Strictly prohibited from disclosure;
current conversation or meeting limited to designated responders;
stored and transmitted using end-
to-end PGP encryption.
TLP:AMBER+STRICT | Within the WNC organization or Accessible only to authorized
/ TLP:AMBER customers and key suppliers with | company personnel; external
a need to know transmission requires an NDA
and an encrypted channel.
TLP:GREEN Community peers and joint- May be shared with collaborative
defense partners (SP-ISAC / partners but shall not be publicly
FIRST) posted on the Internet or non-
member platforms.
TLP:CLEAR Fully public, with no distribution Published on the official website
restrictions or in the annual report after
obtaining the required approval.
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4.3 Regulatory Compliance and Personal Data Protection
WNC-CSIRT strictly complies with Taiwan’s Personal Data Protection Act and the

EU General Data Protection Regulation (GDPR). All externally shared threat
intelligence, attack logs, and 1oCs shall undergo de-identification and data
sanitization to ensure that customer personal data and corporate trade secrets are
not disclosed.

5. Service List

The WNC-CSIRT service portfolio is strictly aligned with the FIRST CSIRT
Services Framework v2.1 and is divided into three dimensions: reactive services,
proactive services, and cybersecurity quality management.

5.1 Reactive Services

Incident intake and initial analysis: Receive automated and manual reports,
filter false positives, and perform precise impact-based classification.

Incident containment and mitigation: Exercise immediate-response authority to
isolate host networks, block firewall indicators, and freeze accounts within four
hours to prevent spread.

Eradication and system recovery: Remove malicious backdoors and web
shells, restore from clean backups, and perform availability validation.

Digital forensics and root-cause analysis: Acquire memory images and logs,
maintain a strict chain of custody, and produce root-cause reports.

5.2 Proactive Services

Regular vulnerability scanning and patch management: In accordance with
“725-N0011 Vulnerability Scanning and Management Standard,” conduct
quarterly vulnerability scanning of all systems and track remediation progress.
Threat hunting and attack-surface monitoring: Use external attack surface
management, the cybersecurity risk monitoring platform, Dark Web monitoring,
and XDR/MDR to proactively hunt for internal lateral threats.

Threat intelligence intake and operationalization: Routinely receive and analyze
threat intelligence from TWCERT/CC, SP-ISAC, and FIRST and convert it into
SIEM/EDR detection rules.

Security advisories: Publish current threat analyses, regulatory trends, and
remediation recommendations on the internal Cybersecurity Portal.

Defense exercises and red/blue team operations: Conduct annual BCP/DR
exercises, red-team assessment, and organization-wide phishing tests.
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5.3 Information Security Awareness and Quality Management Services

e Training and awareness promotion: Assign all employees online training on
WNC information security policies and awareness; employees who fail phishing
tests shall be assigned social-engineering prevention training.

e ISMS management review and continual improvement: Hold Information
Security Management Review Meetings every six months and report the status
of cybersecurity metrics and CSIRT operational matters.

6. Incident and Vulnerability Reporting Guidelines

When external researchers, customers, or service recipients report WNC-related
cybersecurity incidents or information/application-system vulnerabilities, please
send an encrypted email to security.issues.group@wnc.com.tw and provide the
following structured information whenever possible:

e Reporter information: Name, organization, telephone number, email address,
and the reporter’'s PGP public key, if applicable.

e Incident or vulnerability type: Description of the nature of the incident (e.g.,
malware, phishing, unauthorized access, or vulnerability). Provide the CVE ID if
known.

o Affected asset scope: Names of affected systems, |IP addresses/URLs, product
models, and software versions.

e Technical evidence and reproduction steps: Detailed reproduction steps, proof-
of-concept code, screenshots of system logs, or network packets.

e Impact and exploitation status: Potential impact of the threat and whether it has
been exploited or presents a risk of leakage.

7. Disclaimer

Although WNC-CSIRT takes all appropriate and rigorous preventive measures to
ensure the accuracy of the information, security advisories, and technical
recommendations it provides, WNC-CSIRT assumes no legal liability or warranty
obligation for any direct or indirect losses or damages, including but not limited to
business interruption, system damage, or any other loss, resulting from reliance on
or implementation of this document or related recommendations.
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